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= Editor’s note

THE UPCOMING IRAN Oil, Gas, Refining & Petrochemicals exhibition == e
set to take place in Tehran from 6-9 May, will provide a good TECHNICALLE%VIE-!I
opportunity for Iranian and international companies to explore @ﬂﬂ BeYien]

avenues for mutual cooperation, as well as to obtain updates on
industry developments and government priorities in Iran’s promising
oil and gas industry. Iran continues to raise output in line with its
3.8mn bpd ceiling under the November OPEC agreement, and
Minister of Petroleum Bijan Namdar Zangeneh is reported to have
said that the new Iranian calendar year will be an “exceptional” one
for Iran’s petroleum and petrochemical industries with several major
projects scheduled to come on-stream, such as new phases of the
supergiant South Pars gas field and several petrochemical projects.

Transforming the oil
and gas industry

Louise Waters, Editor - louise.waters@alaincharles.com

Iran and Iraq to lead Middle East oil production growth

IRAN AND IRAQ will contribute most to Middle East oil production growth from 2016 to 2020,
according to recent analysis from Rystad Energy.

According to the energy consultancy, production is expected to remain flat this year, reflecting the
OPEC deal to cut production, but is forecast to ramp up from the second half of 2017 and going
forward, to reach over 30mn bpd from around 2020. While Saudi Arabia accounts for around 40 per
cent of the region’s oil production, Iraq and Iran are the countries where oil production is expected to
see the highest growth over the next decade. Iraq’s production growth is underpinned by the launch of
the second development phase of the Lukoil-operated Qurna West-2 field, as well as increasing
volumes from the Nahr bin Umar field, the second phase of the Majnoon and the third phase of the
Halfayah developments. The first phase of the South Azadegan project is expected to contribute to
Iran’s oil production growth over the next five years, reaching a plateau of 255,000 bpd from 2021.

Rystad notes that in general, Iran notably dominates the exploration success achieved over the last
decade, as around 45 per cent of total discovered resources are of Iranian origin. However, in the last five
years the largest volumes were discovered in Iraqg, led by projects like Amara South, Mirawa, and Faihaa.

Overall, nearly 65 per cent of total discovered oil resources since 2000 in the Middle East have not
been put into development yet. Given the majority of these discoveries have a breakeven price below
US$40/bbl, these fields are likely to be put onstream even if low oil prices prevail for a longer time,
Rystad suggests.

The energy consultancy predicts that total oilfield expenditure in the region will grow by six per cent
per annum for the period 2016-2020 to reach nearly US$135bn by 2020. Saudi Arabia, the UAE and
Iran were the top three countries by investments in 2016, and together contributed to nearly 70 per
cent of total spending. Irag and Iran are also among the countries that are leading in terms of the
capital investment increase in the years to come. A large part of the growth in these countries comes
from already producing projects, as well as projects currently in the discovery life cycle. In Iran, the
trend is in line with rapidly increasing production at old fields after the sanctions have been lifted.
Projects like Marun and Ahwas Asmari will see investment growth in the next couple of years, followed
by key discoveries (e.g. Azadegan South and North Phase 2, Nowruz, Susangerd etc.) that will
dominate spending by 2020. Notable investment growth is anticipated on new fields in Iraqg, on
Majnoon redevelopment and Halfayah Phase 3 in particular.
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Introducing innovative protective coatings to Iran

AKZONOBEL, A LEADING global paints and
coatings company, is underlining its
commitment to invest in the country and
expand its presence by participating in the Iran
Oil Show 2017.

AkzoNobel will be presenting a selection of
its innovative protective coatings products at
the show, which takes place from 6-9 May in
Tehran (www.iran-oilshow.ir/English). These
include its International® brand of innovative
products from Chartek®, Interchar®, Ceilcote®
and Enviroline® product ranges, used in
industries including oil and gas, mining and power — all high-growth sectors in Iran.

AkzoNobel are already supplying products for various commercial projects in Iran. Andrea
Meconcelli, director Performance Coatings, AkzoNobel Middle East, said, “We see strong opportunity
to expand our presence in Iran, especially with the country’s investments in infrastructure
development. Several projects are taking shape across the country, and our products are ideally suited
for these, especially in fire-proofing.

“We also see a strong opportunity to support the Iranian fire brigade, who are taking strong
measures to improve the quality of fire-proofing. For over 45 years, our Interchar and Chartek
products have provided anti-corrosive and aesthetic fire protection for steel structures in sectors
including infrastructure, power, oil and gas, chemical, mining and bridges. All over the world we are
working with our customers from the design phase to application and through to construction,
ensuring specification and code compliance.”

He added, “The entry of multinational companies in Iran has also led to an increase in demand for
high quality products, which will also have a positive impact on our business. We are committed to
investing in the country and to being closer to our customers, providing them with protective coatings
products that meet their requirements.”

AkzoNobel’s Chartek 7 passive fire protection solution for use on all areas of an asset holds the
distinction of being the most specified epoxy passive fire protection (PFP) product for over 50 years
and serves as an ideal choice for the Iranian offshore oil and gas industry.

AkzoNobel is also bringing its latest innovation — Chartek 2218 — an all-new epoxy passive fire
protection product aimed at onshore oil, gas and chemical projects. It helps achieve significant cost
savings through its simplified installation and unique rapid cure properties. Even at low temperatures,
faster application and improved production rates can be achieved, which contribute to reduced overall
costs compared to other epoxy passive fire protection alternatives. Meconcelli added, “At a time
where cost savings are paramount in the oil and gas industry, Chartek 2218 addresses many areas
where our customers look for savings.”

AkzoNobel products can protect assets even in
the most corrosive of environments.
(Photo: Pitchitstocker/Shutterstock)

AkzoNobel will be exhibiting in Hall 40, stand 1463 at the Iran Oil Show

Middle East and Africa (MEA) loT market set to grow

THE MIDDLE EAST and Africa (MEA) Internet of Things (loT) market is forecast to grow 19.6 per
cent year-on-year in 2017 to total US$7.8bn, with manufacturing and transportation leading the way
with related spending of US$1.3bn each, according to a recent report.

The Worldwide Semiannual Internet of Things Spending Guide from International Data Corporation
(IDC) revealed that this compares favourably to the healthy 18.1 per cent growth seen in 2016, with
IDC attributing the market’s performance to the proliferation of digital transformation initiatives across
the region as businesses and government entities strive to boost productivity and improve efficiency.

“The MEA loT market is becoming increasingly competitive, enabling organisations to source a
range of innovative digital solutions aimed at transforming
business operations, improving the customer experience,
and enhancing employee engagement,” said Wale
Babalola, research analyst for telecommunications, loT,
and digital media at IDC MEA.

“IDC expects the manufacturing, transportation, and
utilities industries to see the highest levels of loT-related
spending in 2017 as organisations across these verticals
look to digitalise their operations and improve their value
proposition across different lines of business. The
commitment of service providers, application
developers, and OEMs to developing purpose-built end-
to-end loT solutions is serving as a major driver of the
growing adoption we are seeing across the region.”

The manufacturing, transport and utilities
industries are expected to see the highest

levels of loT-related spending in 2017.
(Photo: Panchenko Viadimir/Shutterstock)
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THE FIRST GLOBAL Energy Talent Index
(GETI), which surveyed more than 16,000
energy professionals globally across the oil
and gas, renewables, power, nuclear and
petrochemicals sectors, reveals a significant
difference in expectations between hiring
managers and candidates.

The report by Airswift and Energy Jobline
indicates that energy candidates are more
optimistic than hiring managers, with 48 per
cent of Middle East professionals predicting an
increase in salaries over the next 18 months —
compared to just 25 per cent of those hiring.

Janette Marx, chief operating officer at
Airswift, says, “It's absolutely essential that
hiring managers and employees are on the
same page if the energy industry is to
continue attracting and retaining the talent it
needs for a successful future. But at the
moment there’s a bit of a mismatch —and
not just about the prospect of a pay rise. For
instance, a quarter of hiring managers across
the sector think that the corporate brand is
the most important factor in attracting
jobseekers, when in fact the workforce
values salary, location and professional
development most highly.”

Key findings within oil and gas include:

* Three-quarters of hiring managers think
the oil and gas sector faces a talent
shortage, with respondents in the Middle
East citing key reasons for skills shortages
as loss of manpower due to an ageing
workforce and tighter immigration policies

e Graduates are shying away from the oil
and gas industry due to perceptions about
an ageing workforce and environmental
concerns when compared to newer
technologically-driven green sectors

e Almost half of oil and gas professionals
expect the sector to recover in the next
12 months, but nearly two-thirds of
hiring managers expect it to take more
than a year

¢ QOil and gas professionals cite North
America, the Middle East and Europe as
their preferred regions to work

e The most valued benefit for Middle East
professionals is a health plan.

Hannah Peet, managing director at Energy

Jobline, says, “The oil and gas sector has

endured one of its most prolonged and

devastating downturns to date. But the
industry is incredibly resilient and the
sharing of new ideas is helping to get it
back on its feet.

“When the dust settles hiring managers
will need to be smart in thinking about how
they attract new talent. Gone are the days of
expensive bidding wars, offering candidates
ever-increasing salaries.”

The report is available to download at
http:// www.getireport.com/download-report.
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digital oilfield

Companies need to adopt an integrated approach to digitisation to gain long-term
value from data, says Mohammed Riaz, managing partner, IBM Global Business

Services, Gulf, Levant & Pakistan.

T IS NOT difficult to understand why data analysis has become central

to drive revenue growth and efficiency, an approach used across

industries to develop insights that shape business decisions. The energy

sector is a perfect example of an industry that has to collect and
analyse an enormous amount of data, from operational data to
maintenance data. Yet most companies are still trying to define a clear
approach on how to generate their digital footprint and how to derive
value from all this data, with varying degrees of success.

The challenge becomes more complex as data volumes and streams
increase and multiply. As countless components, devices and instruments
become coupled with sensors that send real-time data thanks to loT
(Internet of Things) technology, the pressure builds on ClOs and CTOs to
design and deploy an ICT infrastructure that can make use of all this data
to deliver better operational and business value.

In an example of its simplest application on a typical engineering
project, analytics and data management solutions offered by IBM have the
potential to halve the costs associated with document handling. Within the
oil and gas sector, companies spend a significant percentage of a
project’s total cost on reporting. When looking at an average billion-dollar
capital project, the cost of managing documents and data could reach
tens of millions of dollars. Through this solution, a company could shave
these costs in half, further stressing the importance of the right approach.

At a more advanced level, data enables an energy company who has
embraced a digital transformation to analyse and gain insights across its
assets which can lead to the extended life of important components and
expensive instruments. This in turn increases investment returns from the
assets, delivering operational excellence and a positive financial impact.
The ROl is further amplified when the transformation is approached
across verticals.

Let's look at a single component as an example — a field pump, where
the data that pump produces feeds information that is crucial to its ongoing
maintenance, and where the pump’s failure can affect the entire system
that the pump is connected to. In such a critical workflow, you must have

an integrated view of the entire system; the pump that may need replacing
soon, the location and availability of the replacement part, right through to
the availability of the engineer with the right skill sets to change that pump.

The underlying problem is that many companies look for solutions
that meet some of the analytics requirements, collecting data from
disparate systems that then need consolidation tools to present data in a
single unified view. The drawback of this is complexity and cost, not to
mention that adding another application layer comes at the expense of
infrastructure agility and performance efficiency.

CC Most companies are still to
define a clear approach on how to
generate their digital footprint.”

For companies to gain real long-term value from data, they need to
take an integrated approach with a view on how all the components —
the processes, people and technology — come together. This is the most
effective way to ensure that digitisation of each component or process is
harmonious with the needs of both the IT and the business. The digital
transformation begins to take form as the company starts with small
digitisation steps, one component and one sensor at a time coupled with
cognitive analytics tools, and where it starts to see immediate returns in
operational performance and on its asset investments.

With the era of digital oilfields upon us, energy companies are taking
small yet crucial steps to enable equipment to contribute to the overall
performance of the business, one sensor at a time. The trend we are
seeing is an evolution where vertical integration is combining with cognitive
analytics to reach a higher maturity of digital capability, offering new levels
of visibility and even predicting future events before they happen. ®
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Driving change in a

competitive market

The off-road trucks sector serving the GCC’s booming construction
market continues to expand. Martin Clark reports on some current trends.

ITH ITS EXTREME

weather conditions, the GCC

presents some of the most

challenging terrain for commercial
trucks, both on and off road, driving the need for
improved vehicle performance and ongoing
innovation.

“Global demand for innovative solutions in
the transportation and energy sectors will
continue to rise,” Germany’s MAN, leading
commercial vehicle manufacturer, noted in
March this year when presenting its annual
results. In 2016, MAN noticeably improved its
operating profit by over US$100mn to
US$204mn, and it expects more of the same
this year.

In Qatar, Domasco, part of Al Futtaim and
the authorised local distributor for Volvo Trucks,
also reported strong sales growth for 2016 —
around a 35 per cent increase over 2015 —
despite what it called “harsh market conditions”.

Business is good

The extent of the GCC region’s long-term
development ambitions, and the visible level of
construction taking place across all key
markets, is boosting demand.

At the end of March 2017, Mercedes-Benz
Trucks announced a major contract in Saudi
Arabia for the supply of 540 new vehicles. The
company will supply its Actros, Atego und
Accelo models to Al Khaldi Transport Group,
based in Dammam.

The medium and heavy duty trucks will
operate across the energy and infrastructure
sectors, and come with a full service and
maintenance contract.

The kingdom has long been a core market in
the Middle East and North Africa (MENA) region
for Mercedes-Benz trucks. More than 43,500
Mercedes-Benz trucks have been delivered by
its local retail partner Juffali Industrial Products
Company since 2002, underlining its strong
position in the heavy duty transportation market.

Service and support

Small breakthroughs, such as improvements to
service, can also make a huge difference when

6 alaincharles.com

Mercedes-Benz trucks MENA launched a special edition truck to celebrate the 20th anniversary of its

flagship model, Actros. (Photo: Mercedes-Benz)

competing for big projects. The Mercedes-Benz
contract with Al Khaldi Transport, for example,
includes a full service and maintenance contract
that covers comprehensive training for drivers
and mechanical engineers and a 24/7 roadside
assistance guarantee.

According to Stefan Buchner, head of
Mercedes-Benz Trucks, the group’s new
regional Dubai office also played a role in
securing the business. “This fleet deal is also the
result of our new regional centre for the MENA
region in Dubai, which makes us even more
effective in the region — not only in sales, but
also in customer services.”

New product lines

New product innovation remains critical for

truck makers too, keen to differentiate

themselves in a competitive market and, at the

same time, refresh the product line.
Mercedes-Benz Trucks launched a special

edition truck at the start of 2017 to celebrate

Iran Special Edition 2 2017

the 20th anniversary of its flagship model,
Actros. And competition for business gets ever
tougher, as new entrants stake their claim on
the Gulf’s busy trucks and construction market.

Tata Motors, India’s largest automobile
manufacturer, launched its new-look Tata Prima
heavy duty trucks in Saudi Arabia in February
this year. Developed with Tata Motors
subsidiary, Tata Daeswoo Commercial Vehicles, it
says the trucks set new benchmarks in styling
and features, with a combination of power,
world-class performance, fuel efficiency,
superior technology and safety,
uncompromisingly built for long-distance and
long hours of transportation.

With a range extending up to 49 tonnes and
engine options up to 400 bhp, the Tata Prima is
a workhorse for moving goods and materials
across all distances and terrains, according to
Rudrarup Maitra, Tata Motors’ head of
international business, commercial vehicles.

The two new heavy-duty trucks — the Prima



CC New product

innovation remains critical
for truck makers.”

4438.S (4X2) tractor head and the Prima
4038.K (6X4) construction tipper — were
launched with Saudi dealer-partner, Manahil
International Company, a unit of Mohamed
Yousuf Naghi & Brothers.

“An integral part of introducing the Tata
Prima range is Manahil International Company,”
said Maitra. “They are as customer-centric as
we are. Through this partnership, we look
forward towards further strengthening our
relationship with customers in Saudi Arabia.”

Costs and economics

Delivering cost savings is another key market
driver that will always catch the attention of
major fleet buyers. Japanese manufacturer UD
Trucks recently flagged eight key features of its
new Quester range and the aftermarket service
that are helping Middle East businesses to run
with greater efficiency. Quester comes with a

real-time fuel coach system, which helps the
driver drive as economically as possible.

The system has seen significant increase in
fuel efficiency across applications with savings
ranging from 10-30 per cent.

Equally important as these physical features
is customer support, in this case through UD
Genuine Service and UD Genuine Parts. “The
key to lowering the cost of ownership for our
clients lies not only in the reliable and durable
design but also in smart maintenance,” said
Mourad Hedna, president of UD Trucks Middle
East. “Long-term cost saving is dependent on
having proper service right from the start. By
engaging UD Genuine Service, Quester’s
customers can increase vehicle uptime, and
protect investment.”

Autonomous trucks
Perhaps one of the most intriguing topics up
for discussion right now is the prospect of self-
driving vehicles. New technologies and
connectivity systems could change the entire
logistics and transport industry, advocates
believe.

Volvo Trucks, for example, is stepping up its
research on autonomous vehicles with trials in
the field. Over the next year and a half, self-

Analysis €

driving Volvo FMX trucks are being tested in
regular operations on a working mine in
Sweden. The aim is to examine how this
technology can contribute to safe and
productive transportation in tough,
geographically limited areas. This has
potentially immense implications for the GCC
region, where most freight moves by truck, and
where more than one million trucks are in
operation, a number that increases by more
than five per cent a year.

In a recent report, consultancy Strategy&
said that GCC countries stand to benefit from
autonomous trucks more than any other region
in the world. “The technology can reduce fuel
costs, dramatically reduce the number and
cost of accidents, reduce expatriate labour and
create high value added technology jobs and
firms,” said Dr Ulrich K&gler, a partner with
Strategy&. “By thinking proactively about these
issues, GCC countries have a real opportunity
to become a global leader in an evolving
technology.” The consultancy adds that
autonomous trucks are likely go into mass
production within 10 to 15 years.

For sure, this game-changing shift on its
own will force ongoing innovation in the GCC
trucks market. ®
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Energy efficiency takes centre stage

in HYACR market

HVACR companies are focusing on technology and innovation in order to offer more
energy-efficient solutions for the high growth GCC market. Martin Clark reports.

HE STRONG CONSTRUCTION drive

throughout the GCC continues to

underpin demand in the heating,

ventilation, air conditioning and
refrigeration (HVACR) market.

While lower oil prices have taken some of
the gloss off the regional economy,
construction activity continues apace, driving
demand for air conditioning and related
services. It is a generally positive story across
the board, although new rules and regulations
are shifting the business landscape.

In Kuwait, the air conditioner market is
projected to grow at an annual rate of 4.45 per
cent through to 2022, according to Research
& Markets Kuwait Air Conditioner Market
(2016-2022) report. The growth rate has
declined due to falling oil prices, but this could
turn around post-2017, fuelling further public
and private infrastructure investment, driving
the local market for air conditioners.

It is a similar story across the rest of the
region in territories such as the UAE and
Qatar, where again huge spending is
supporting demand for HVACR products. And
this, in turn, has supported new investment
into production and facilities.

Leminar Air Conditioning Industries
recently inaugurated its state-of-the-art FFC-
UK manufacturing line for fire-rated ducts in
Doha, Qatar.

CC Manufacturers are
responding to new rules
and government
initiatives.”

Dipak Bhadra, general manager, said the
new line will allow Leminar to cater to HVAC
contractors’ growing requirements for fire-
rated duct systems, an area that is rapidly
expanding, “with fire safety protocols and
regulations becoming stringent.”

8 alaincharles.com

The strong construction drive throughout the GCC is underpinning demand in the heating, ventilation,
air conditioning and refrigeration (HVACR) market. (Photo: ZakS Photography/Shutterstock)

As well as tighter regulation, what is also
clear is that energy efficiency and demand
management moves have resulted in an
industry-wide push for innovation into cleaner,
more energy-efficient solutions.

This has been a focus for brands like
Daikin, the Japanese air conditioning giant,
which has been granted the Emirates Quality
Mark (EQM) for its air-cooled chiller systems.
The badge of quality is a big boost for its UAE
business, reckons Ryoji Sano, president of
Daikin Middle East and Africa. He said that the
company intends to continue to innovate and
lead “by introducing the most energy efficient,
environmentally friendly and highest quality
products to the market”.

Daikin air-cooled chiller products will now
be labelled with the EQM mark to show they
comply with the safety and energy efficiency
requirements of the Emirates Authority For
Standardisation and Metrology.

This trend was also evident at the HVACR
Expo Saudi 2017 in Jeddah earlier this year,
where industry professionals gathered in their
thousands to explore new technology and
assess market developments.

Iran Special Edition 2 2017

Among them was another major global
HVACR player, Carrier, part of UTC Climate,
Controls & Security, which showcased its
latest innovations, including a new VRF
system and high-efficiency hi-wall unit,
which uses inverter technology and offers
excellent energy efficiency ratings with
greatly reduced energy consumption as well
as improved performance. The new systems
use the environmentally-balanced
refrigerant, Puron, which does not emit any
ozone-depleting chemicals and is non-
flammable and non-corrosive.

Giorgio Elia, vice-president, UTC Climate,
Controls & Security, Middle East, said the
portfolio of products “demonstrates our
commitment to sustainability and to
continuously improving energy efficiency.”

Across the GCC, this flight to quality — to
improved energy performance, and higher
quality industry ratings — shows manufacturers
are responding to new rules and government
initiatives on areas ranging from tighter
environmental scrutiny to health and safety.

Expect more of the same from the HVACR
industry as these initiatives take root. ®
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ALDERLEY ARE DELIGHTED to be able to move back into the Iranian market since the lifting of
sanctions. As a big player in the market previously, Alderley already have a large installed base of
35 metering systems and six produced water treatment packages in the region. In order to
ensure systems are running at optimal capacity, Alderley have been proactively engaging with
existing clients and have visited various sites such as Abadan Refinery, Darquain and Asaluyeh to
provide maintenance and engineering support services.

Eric Maddock, business development director, Alderley AFZE comments, “This is a good time
for Alderley to re-enter the Iranian market and as part of giving our clients the best support for
their systems, we are extremely pleased to announce our new partners in the region: Artman
Systems Company. Artman have an extremely good reputation in Iran and have a full
understanding of the market place and our clients. We have built a strong team locally that will be
able to manufacture and support our clients with the transfer of technology and service support.”

Alderley and Artman Systems Company will be exhibiting at the Iran Oil and Gas Show from 6-
9 May 2017 in Hall 41, stand no: 2136. At the exhibition Alderley will be highlighting their
capabilities across modular packages, custody transfer and fiscal metering systems, produced
water treatment packages, hydraulic, pneumatic and electrical control systems along with flow
measurement software and auditing services.

Alderley’s current installed base in Iran

Alderley plc
+971 4 804 2777, sales@alderley.com, www.alderley.com

Specialised in high quality industrial valves

VALCO GROUP FRANCE, founded in 1949, is specialised in engineering design, production and
maintenance of high quality industrial valves, through its brands MALBRANQUE, GUICHON and SNRI.
We are recognised world-wide and approved by most of the licensors, end-users and engineering
companies in petrochemical, chemicals, fine chemicals, industry, nuclear and power sectors for special

valves and custom-made solutions. Our products are designed and adapted for aggressive,
corrosive, viscous fluids and for the harshest environmental conditions in exploration, refining and
petrochemical processes. On-site maintenance, repair and renewal can be done by our roving “Valco-
Valves-Services” teams to guarantee all of the products’ initial performance levels, whatever the date of
their being first put into service.

We are proud of our long experience and constant support towards our Iranian customers and are
grateful for their confidence in our safe and unique products.

Valco Group France
+33 (0)5 45296000, sales@irfaco.ir, www.valcogroup.fr; www.guichon.com

Sulphur solidification and handling Global supplier of stainless steel
plants reinforcement

ARMINOX IS THE world’s
leading supplier of stainless steel
reinforcement.

The company has its
headquarters in Denmark, and
has companies in the USA,
Canada, UK, France, UAE and
China. Arminox Middle East was
established 15 years ago, and is
serving customers throughout
the Middle East.

Arminox has a large stock of
raw material in the UAE and can
supply clients at short notice.

SANDVIK DELIVERS

COMPLETE end-to-end

systems from receipt of

molten sulphur to transport

loading of solid material to

hundreds of companies

around the globe. The

company’s portfolio includes

sulphur degassing, molten

truck and rail car loading, block pouring, remelting, a full range of
sulphur solidification equipment, downstream storage and reclamation
systems, as well as bagging systems and bulk loading equipment for
truck, rail and ships. In terms of solidification, Sandvik provides
systems to meet all capacity requirements.

Arminox Middle East FZC
+971 4 8872777
arminox@eim.ae
www.arminox.com

Sandvik Process Systems

+49 711 5105-0
info.spsde@sandvik.com
www.processsystems.sandvik.com

Iran Special Edition 2 2017
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Cyber security for

INTERNET | [T¥]
OF THINGS

An effective cyber security approach is needed to offset growing loT risk, says Jonathan
Lewit, communications committee chair for ONVIF, the open industry forum promoting and
developing global standards for interfaces of IP-based physical security products.

HE FAR-REACHING impact of the
Mirai malware attack of October
2016, which knocked out Amazon,
Netflix, CNN and PayPal among
others, should be the catalyst for a
global shake-up of critical infrastructure
cyber security as the proliferation of
network connected devices continues to
gain momentum.

This was the crux of a conference session
led by Jonathan Lewit, communications
committee chair for ONVIF, the open industry
forum promoting and developing global
standards for interfaces of IP-based physical
security products, speaking at Intersec 2017.
Lewit focused on the necessity of balancing
smart business connectivity decisions against
the risk of possible breaches of an
organisation’s information systems.

“Energy security, access to the electrical
grid and police and fire safety are just a
handful of things that we take for granted on
a daily basis. The question is what happens
[to information] inside those organisations,
including the digitisation of information and
internal communication, as well as the transfer
of information outside of the organisation, to
make it available wherever you are and
whenever you need it,” he said.

The rise of the use of mobile devices and
increased options for interconnectivity are a
fact of life, both personally and for business,
but are also a major cause for concern for
companies and entities keen to minimise
threats to their information security. This is
being further impacted, and opened up to
risk, by new information-handling tools such
as big data, cloud systems and the Internet of
Things (loT).

ONVIF’s vision is for all communications
systems to share one interface, where instead
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of worrying about security across different
drivers under development, there will be one
single driver. Lewit also called for companies
to work together on this approach.

“A key point to highlight is the security of
the devices that you put on the network, and
this isn’t necessarily isolated to the data that's
on them, but the available intelligence that
can potentially be compromised,” he said.

He also touched on the dangers of
complacency, saying, “Around 95 per cent of
breaches are due to some sort of simple
password error. We are very quick to type in a
simple, easy to remember password, and this
increases the potential for compromised
access to our most private information.”

loT applications in everyday life run the
gamut of human needs from medical devices

CC ONVIF’s vision is
for all communications
systems to share one
interface.”

and business security systems to home
monitoring and citywide transportation
planning, among others. Lewit noted that with
loT growth through to 2020 expected to result
in 50bn devices connected across the
system, this only serves to increase the risk of
future breach exposure.

Add to that a growing black market for
fake devices, which can come pre-loaded
with malware, and the associated risk of
using such non-controlled devices, which
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can be made complicit in a denial service-
style attack.

“loT security budgets are also expected
to increase by almost 20 per cent over the
same period to account for this increase in
proliferation of devices on the system,” he
added on a positive note.

He continued, “Organisations therefore
need to find the right balance between
availability and protection, taking cost into
account as well. It's a different ‘threatscape’
than with a PC. A PC can hold a lot of
sensitive information, but an loT device
can be complicit in other actions on
your network.

“We are not cyber mature at this point.
We need to think more about the benefits
that technology gives us rather than the risk
it presents, but tailor our actions
accordingly. And we also need to develop a
whole bunch of new technologies to resolve
these security issues.”

Lewit also urged manufacturers to play
their part, as IoT devices are easier to
harden than your average PC, and this
presents an opportunity in leveraging existing
encryption technologies.

“They need to think about out-of-the-box
default settings, for example; or whether we
should lock some things down to protect our
customers when trying to set up their
devices,” he said.

The role of standards is vital to ensuring
real-time security. Lewit concluded, “The
message is loud and clear; from a connectivity
standpoint, the interconnected universe isn’t
going to go away. There are two possible
developments here: we can have limited
utilisation of standards, or openness and
unlimited interoperability. 10T is not possible
without standards.” B



Crane system range extended

EXTENDING CRANES IN the lower load capacity range have been
added to the Demag KBK modular crane construction kit, bringing
benefits resulting from further reduced deadweight and an
extended operating range.

The KBK system is a versatile light crane system that can be
adapted to meet differing requirements in production, assembly
and shipping applications. The system is based on steel and
aluminium profile sections and smooth-running trolleys that enable
hoist units to be moved with ease. The low deadweight of the
profile sections also contributes towards their smooth running
characteristics. The result is a system that literally gives the
operator hands-on support for handling loads, improves
ergonomics and reduces the physical burden to a minimum.

New to the product range are extending cranes for the small
KBK I, A12 and A16 profile section sizes with load capacities of
80kg and 125kg. They enable users of KBK systems that are
equipped with these profile sections to perform lifting and
positioning tasks also beyond the crane runway. This extends the
working area that can be served by a “small” KBK system and also
provides good access to parts of a workshop that are otherwise
difficult to reach — for example between pillars and supports.

The smooth running characteristics of the trolleys require the
operator to exert very little force to move the hoist unit outside the
crane runway to pick up and deposit loads.

Innovations €

New BOP testing tool

SAMOCO OIL TOOLS has launched OneTrip® to greatly reduce the time and
costs associated with mandatory Blowout Prevention (BOP) testing. The
company collaborated with Shell Offshore Engineering to engineer,
manufacture and test the new tool.

Traditional methods perform three separately staged subtests of the BOP’s
large RAM, small RAM, and sheering capabilities which require testing tools
to run multiple “trips” along the BOP stack. OneTrip’s proprietary design
enables the testing of all three during a single trip down the hole.

OneTrip’s additional BOP testing capabilities include:

A low torque, high-pressure seal design to ensure a resilient downhole
seal that can withstand harsh subsea conditions

Ability to withstand 25,000psi test and sustain a load up to 1.2M Ibs.
Technology that holds OneTrip downhole until BOP test results are
confirmed satisfactory.

OneTrip® BOP testing tool

High performance and
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Power
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= Innovations

High performance screw technology for blower air

KAESER KOMPRESSOREN, THE Coburg-based compressed
air specialist, has introduced new screw and high
efficiency portable compressors.

The new Kaeser DBS screw blowers from 15 kW for low
rates from 8 to 22 m¥min are significantly more efficient
than conventional rotary blowers and also provide
substantial energy savings compared with many competing
rotary and turbo blowers, thanks to the proven Sigma
rotor technology used in the rotary screw compressor
sector. Another key factor is the innovative non-slip direct
drive with speed transmission integrated into the airend.

These screw blowers are especially well suited to
municipal and industrial water treatment applications. Two
different versions are available to meet the needs of water
treatment plants requiring pressures of 400 or 650 mbar.
The new blowers are exceptionally quiet, with sound levels
in primary applications not exceeding 72 dB, which is
equivalent to a modern vacuum cleaner.

They are designed for use over long duty cycles, including continuous operation, require
little maintenance, and can be installed side by side, or even next to a wall.

The new Kaeser DBS screw blower

New app to calculate correct fire protection system

TRELLEBORG’S OFFSHORE OPERATION is launching an app to calculate the correct
FireNut™ passive fire protection system a customer needs to suit their flange.

FireNut™ is a lightweight, easy to install alternative to the fire-insulated metal boxes used for
the protection of bolted connections or flanges on offshore installations. A rubber-based fire
protection system, it specifically protects just the nuts of a bolted connection or flange. This
lightweight solution is customisable to accommodate almost any bolt size, is easy to install and
extends the service life in the event of a fire, being resistant to both jet fire and pool fire.

Patrick Waal, sales manager at Trelleborg’s offshore operation, said, “The app will give
our customers a quick guide to choosing the best FireNut™ for their flange type. By
installing effective and reliable passive fire protection systems like FireNut™, our customers
can significantly improve onboard safety.”

This FireNut™ app is currently available for download for iPhone and iPad, and is
planned for release on Android and as a web-tool. To download the app, search for
‘Trelleborg FireNut’ in the app store.

World’s first ia explosion-proof TETRA radio

HYTERA HAS LAUNCHED PT790 Ex, the first ia explosion-proof
TETRA radio in the world. This device has passed ATEX, FM,

IECEX certifications and complies with IP67 rating as well as MILSTD
810 C/D/E.

The two-way TETRA radio is operable in places that contain explosive
gases, including mine methane, such as coalmines, gas stations, oil
platforms, chemical plants, airports and other inflammable or explosive
conditions. It can also be used in Zone 0/1/2 and complies with M.

The rugged device features an antistatic shell made of light metal
to avoid mechanical spark and reduce the possibility of static
discharge. The 4.6 cm LCD screen is also crack-proof and provides a
clear display even under bright sunlight. Separated by the antenna,
the radio’s channel knob and volume knob stand apart from each
other, while large textured keys provide good tactile feeling. These
features combined are designed to offer ease of use and accuracy
when users wear gloves or operate the device in dark environments.

The product supports GNSS positioning, man down and lone
worker functions for worker safety. It also provides a 1800/2400 mAh
large capacity Li-ion battery, which lasts over 20 hours under 5-5-90
duty cycle. A strict over-charge and over-discharge protection design
protects the battery against instability caused The new TETRA radio is operable in
by overheating. environments containing explosive gases
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ABB HAS INTRODUCED a new solution to
help oil, gas and chemical decision makers
extract meaningful insight from equipment
condition data.

The new ABB Ability™ Assetinsight gives
oil, gas and chemicals decision makers a
clearer, real-time picture of the health of their
operating equipment via a web browser. It
enables operators and supervisors to
prioritise actions so they can better plan
maintenance and operations strategies, with
the goal of moving toward a more cost-
effective predictive maintenance strategy.

ABB Ability™ Assetinsight gathers
information from disparate systems across
disciplines, from devices and instrumentation
to automation to IT, to provide one
aggregated view of condition status on a
system-wide level.

“What’s unique about ABB Ability™
Assetlnsight is that it provides easy, secure
access to data on any browser on a
customer’s office network,” says Tone Grete
Graven, ABB Ability™ Assetinsight product
manager. “This helps foster collaborative
problem solving and information sharing so
everyone throughout an organisation can
stay up to date, no matter if they're in the
control room or working remotely.”

Managers and directors can benefit from
clear insight into equipment condition for a
resource or financial planning purposes.
Maintenance and service personnel can
begin transitioning to a predictive
maintenance strategy for all critical assets.

“Transitioning to condition-based
maintenance is a big benefit for producers,”
says Graven. “By taking a predictive
approach, rather than preventive, producers
can optimise operations, reduce risk and cut
costs. ABB Ability™ Assetinsight can be an
important step to enabling that approach.”

Additionally, because ABB Ability™
Assetlnsight is @ modular solution, it
supports a step-wise roll out of functionality
as well as easy upgrades of individual
components, being built to integrate with
existing systems and tools.

The solution will help oil, gas and chemical
decision makers. (Photo: the_lightwriter/fotolia)
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www.technicalreview.me

The region's leading trade publication

Now in its 33rd year of publication, Technical Review Middle East has established an enviable reputation for
the breadth and depth of its editorial. It is distributed throughout the MENA region, contains an exceptional
range of subjects, and is read by senior managers, key buyers and specifiers.

bC guarantees your advertisement

will be seen throughout the Middle East tec h n ica I reVi ew. m e

. ABC audited circulation Sign up for the FREE fortnightly e-newsletter on
a

Tel: +971 4 448 9260

Tel: +91 80 6533 3362 E-mail: comms@technicalreview.me
Tel: +1 203 226 2882 Web: www.alaincharles.com

Tel: +44 20 7834 7676 www.technicalreview.me
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Serving the world of business
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Oil Revieww

Middle East

One success leads to another
0Oil Review Middle East, the region’s leading oil and gas publication, has been
putting sellers in touch with buyers for aimost two decades. The magazine makes

sure that it strikes a balance between respected editorial and your advertising The magazine's circulation claims
a

message, to maximise the return on investment for your business. areindependently
verified by an ABC audit

Website-Monthly Statistics
1,022,151 Page Impressions
52,662 Unique Visitors

Circulation: 20,500+

The Oil Review Middle East
fortnightly e-newsletters can
deliver your marketing message
directly to decision makers.
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